24 mai 2018 – Assemblée Générale
Forum des Images – Les Halles, Paris

Assemblée Générale Ordinaire du 24 mai 2018

Building a DPO

Network in France
Pascale Gelly , Vice-President – International Affairs
PR!VACY ROMANIA 2021 Conference, January 29, 2021.

24 mai 2018 – Assemblée Générale
Forum des Images – Les Halles, Paris

Assemblée Générale Ordinaire du 24 mai 2018

AFCDP

French Association of Data
Protection Practitionners

KEY DATES
▪
▪
▪
▪
▪

▪
▪
▪
▪

BIGGER BUDGET AND STRONGER
TEAM
NEW WORKING GROUPS
DiSPLAY OF A WEBFORUM

STAFF REINFORCEMENT
NEW TOOLS
NEW WORKING GROUPS
ETHICS CHARTER

FEW DPOs,
MINIMAL BUDGET

CRÉATION

CONSTRUCTION

CEDPO

ACTIONS

INFLUENCE

SOUTIEN

2004

2008

2011

2014

2018

2019

▪

▪
▪

▪

STRUCTURING OUR
EXCHANGES WITH THE CNIL
ANNUAL EVENT
NEW WEBSITE

▪
▪
▪

RAPPORT MORAL 2019
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OUR WORKING GROUPS

3 Types :
▪

Thematic groups : COVID-19 and its data protection impact, Right of access, raising
awareness, health data, etc.

▪

Sectorial groups : Insurance, NGOs, Social housing, etc.

•

Regional groups.

…publier une offre de stage ou d’emploi, c’est devenir
acteur du marché de l’emploi des CIL et des DPO
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NEWS FROM OUR WORKING GROUPS

More than 70 meetings / events in 2019
▪ 9 events (open to non-members, conférences)
 Conférence « Health Data Workshop » led by the CNIL – Martinique/Guadeloupe/Guyane
 Conférence of the working group Grand Est with the CNRS’s DPO
▪ 36 regional meetings
▪ 20 sectorial meetings
▪ 8 monthly Parisian diners

4 New working groups
Belgium

La Réunion

Gard/Hérault

Médico-Social

BRINGING VALUE TO

OUR MEMBERS

Pascale Gelly, AFCDP
PR!VACY ROMANIA, January 29, 2021

AGORA, OUR PROFESSIONAL SOCIAL NETWORK

NEW AWARENESS-RAISING TOOLS (Drawings/stickers)
“We have a great system for
processing data, but we would like
to outsource to you the criminal
liability for its non-compliance”

…publier une offre de stage ou d’emploi, c’est devenir
acteur du marché de l’emploi des CIL et des DPO
New responsibility of the processor
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THE DPO ETHICS CHARTER

⚫

Free

⚫

Non-binding (a moral commitment)

⚫

Open (does not require membership)

⚫

Co-signed
by
the
data
controller/processor, as a sign of support
for the DPO’s action

…publier une offre de stage ou d’emploi, c’est devenir
acteur du marché de l’emploi des CIL et des DPO
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OTHER SERVICES

Jobboard dedicated to
DPOs

The GDPR
Marketplace

Professional Liability
Insurance

Job opportunities

Find the right professional
to meet your needs

For a DPO to be covered
against occupational risks

https://afcdp.net/place-demarche-rgpd/

https://afcdp.net/assuranceresponsabilite-civileprofessionnelle/

Are you looking for your new
DPO ?
Do you want to find out
which companies are
recruiting?
Find all the jobs on the
AFCDP website:
https://afcdp.net/jobboard/offres/

And the essential
publications !
• The commented and
annotated GDPR
• Compilation of Key WP29
and EDPB guidelines
• The French Data
Protection Act and
decrees

COLLABORATION WITH INSTITUTIONS

⚫

We offered insight and concrete
proposals to the Parliament on
French data protection Bill.

⚫

Quaterly meetings with the CNIL
on miscellaneous topics, including
AFCDP
Deliverables
to
its
members or to Institutions ...

…publier une offre de stage ou d’emploi, c’est devenir
acteur du marché de l’emploi des CIL et des DPO
Assemblée Générale Ordinaire du 24 mai 2018

Our annual event: THE « DPO
UNIVERSITY » in January
With more than 1000 participants lastyear. We
welcomed members from the CNIL and exceptional
guests such as EDPB member, Romain Robert.

GDPR ENFORCEMENT in

IN FRANCE IN 2019- 2020

Pascale Gelly, AFCDP
PR!VACY ROMANIA CONFERENCE, January 29, 2021

CNIL Activity in 2019 :
• The CNIL received 14,137 complaints, an increase of 27% compared to
2018 (11,077 complaints) and a 79% increase in five years.
• The CNIL received 2,287 notifications of personal data breaches.
• 64,900 organizations appointed a DPO.
• The CNIL carried out 300 inspections, including 169 on-site inspections,
53 online inspections, 45 document reviews and 18 hearings. In 41% of
the cases, the CNIL's inspections were initiated following complaints and
claims submitted to the CNIL.
• The CNIL imposed 8 sanctions, including 7 fines for a total amount of €
51,370,000 and 5 injunctions subject to a financial penalty.

What about 2020 ?

In its 2019 activity report, the CNIL outlined some of the actions that it intended to
undertake in 2020:
Regarding the use of cookies and other tracking technologies, the CNIL intended to
continue its action plan by further building its response to complaints and
helping organizations understand their obligations under the GDPR.

What was its activity in this field ?
The CNIL has imposed heavy fines to companies such as Google, Amazon and
Carrefour.

Cookies : CNIL fines Google and Google Ireland 100 M€
Dec 7, 2020

What infringements were sanctioned?
•Absence of consent prior to cookies installation
•No information of the search engine users
•Partial failure of the right to object mechanism
Why are the sanctions so high?
•

the triple infringement to Article 82 of the French Data Protection Act
(cookies related).

•

the large scale impact of Google search engine in France which affected
almost 50 millions of users.

•

the huge amount of profits generated by Google advertising activity notably
based on the cookies advertising at stake.

•

Even after an update, the Google information banner didn’t allow French
users to have a clear understanding of the purposes of the cookies and
were not informed on their right to object.

Cookies : CNIL fines Amazon 35M€

Dec 10, 2020

What infringements were sanctioned?
•

Cookies were placed automatically on computers

•

Insufficient information were provided to users upon entering the Amazon
website

Several factors justify the amount of the fine :
•

Amazon's cookie practices had taken place for a long time.

•

The popularity of the website : Amazon website is accessed by millions of
people who are subject to the storage of cookies on their devices.

GDPR and Cookies violations: CNIL fines two companies
of the Carrefour Group 3.05 M€
Nov 26, 2020

What infringements were sanctioned?

Against Carrefour Banque :
• The obligation to process personal data fairly ;
• The obligation to provide information in an easily accessible form,
using clear and plain language and in a comprehensive manner;
• The cookie law requirements.

Against Carrefour France :
• Storage limitation requirements;
• Obligation to facilitate the exercice of individuals data protection
rights;
• Obligation to provide information to individuals in an easily accessible
form, using clear and plain language in a comprehensive manner;
• Obligation to comply with subject right requests;
• Obligation to ensure the security of personal data and to notify
personal data breaches;
• Cookie law requirements.

CNIL Fines Against Carrefour France and Carrefour Banque:

• To set the fine against Carrefour France, the CNIL relied upon
the concept of « undertaking » used in EU competition law to
take into account not only the revenues of Carrefour France but
also the higher revenues ot its two subsidiaries who benefited
from these data processing activities.
• The CNIL also took in consideration the economic model of the
sector of activity of the company and in particular, the
importance of the margins generated.
• By this decision, the CNIL has clarified the article 83(2)(k) of
the GDPR: « any other aggravating or mitigating factor
applicable to the circumstances of the case, such as financial
benefits gained, or losses avoided, directly or indirectly, from
the infringement. »

Conclusion
• One month, 3 major decisions impacting worldwide online
services.

• User consent matters when it comes to cookies !
• It is time for Companies to align on French DPA Cookie
guidance

• CNIL shows its enforcement capabilities to companies all
over the world, whatever their nationality and sector of activity.
What should companies expect next?
•

Even if the e-Privacy regulation is still pending, enforcement is happening.
More decisions to come in the coming months.

•

Data Controlers should quickly adapt their compliance and prepare for the
next CNIL’s deadline, April 1, 2021.

THANK YOU
FOR YOUR ATTENTION
Pascale Gelly
international@afcdp.net

